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FOI Ref: OPCC 02-20	
Request:

1) please can you send me a copy of the current subject access request acknowledgment AND response letter that you use
2) a copy of the last 5 dpias completed 
3) a copy of any internal mandatory information governance training that you give to staff which was written in the last 2 years including presentation slides and videos and any other media 
4) a copy of any instructions given to staff members to reduce data security breaches, for example double checking work 
5) a copy of any policies implemented in the last 2 years within the organisation to help reduce the environmental impact that the organisation has?  
6) please can I have a copy of the risk rating that you use to evaluate data security incidents? 

Response:

1. We do not hold standard acknowledgement and response letters as each subject access request is dealt with individually with the relevant information for each enquiry. 

2. No Information Held 

3.  A copy of a Risk Power Point presentation is included with this email which has been written internally and used for training in the last 2 years 

4. Please find attached 2 emails that have been sent to all OPCC staff to assist in reducing data breaches.  All staff have to complete a number of mandatory on line training modules through the National Centre for Applied Learning Technologies, which is run by the College of Policing which includes Data Protection, Protecting Information and Risk Assessment on a regular basis. 

5. No Information Held 

6. Any Data Security Incidents are referred to our office Data Protection Officer who will then speak directly with the ICO (Information Commissioner’s Office) for guidance on each individual case.
Please find a link to their website below. 
https://ico.org.uk/




[bookmark: _GoBack]    
This is a response under the Freedom of Information Act 2000 and disclosed on 4 February 2020.
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Risk Definition

Risks are simply defined as uncertain events that, if they occur, will affect the organisation and its objectives.

To “take a risk” is to do something uncertain that could have a positive or a negative result; we could win, or we could lose.  How much we could win, how much we could lose and how likely we think these two outcomes are will determine whether or not we see taking the risk as worthwhile.
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Risk Appetite

An organisation’s risk appetite can be defined as the amount of risk that an organisation is willing to seek or accept in the pursuit of its long term objectives.



Both the Chief Constable and the Police and Crime Commissioner have outlined a risk appetite statement of ‘Open’.



The Chief Constable is Open to risk in pursuing his strategic vision for the Force. Whilst having a preference for safe options that have a low degree of residual risk, the Chief Constable is willing to consider all options in appropriate circumstances and choose the one that is most likely to result in successful delivery, minimising residual risk as far as possible. Whilst providing an acceptable level of business benefit, this falls satisfactorily within the overarching aim of the Force to safeguard the communities of Dyfed-Powys.





This aligns to the Police and Crime Commissioner’s Police and Crime Plan – Safeguarding our communities together: Working together to provide a first class service that is visible and accessible, ensuring that our communities remain safe.
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Risk Management

To be “risk aware” means that you recognise that there are risks, (including both threats and opportunities), attached to your activities and are prepared to identify, assess, control and monitor them in order to help you successfully achieve your objectives, known as Risk Management.

Risk Management is an integral part of good management – without it, your chances of achieving your objectives are reduced.
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How?

The OPCC operates a system of managing risks through it’s risk register.

The register can be found on sharepoint:

http://teams/sites/OPCC/OPCC%20Site/Workplans/UPDATE%20ME/Risk%20Register%20OPEN%20-%20CURRENT.xlsx 

The risk register is a tool, which means it can only add value to the organisation when it is USED!!
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What Next?

The risk register has been reviewed and following discussions with Huw, the Force Risk and Business Continuity Management Advisor and Carys we have decided to simplify it by combining the current corporate and dynamic registers into ONE OPCC Risk Register.

In order to assess the current entries individual meetings will be set up and updates then requested when required.

The current request of monthly updates will be discontinued
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Looking Forwards

Risk register needs to be classed as BAU, HOWEVER that does not mean that BAU work requires entering.

Risk assessments should be considered for any new process/project/initiative and where it is felt that there is a risk attached to it then a risk register submission form should be completed.
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Risk Submission
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Risk Impact
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Guidance

Guidance document and submission template will be sent to everyone

Further information can be found on the Force Risk Management Page
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 Reporting

Whilst I will manage the  administration and reporting of the risk registers they are the RESPONSIBILITY of EVERYONE 

Risk is an agenda item on all Exec. Team meetings

Summary report will be provided which highlights the top 5 risks along with any new or emerging risks
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QUESTIONS?
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Risk Management  – Risk Register submission   Please use the below table to inform upon areas of risk identified within your business area. Please keep explanations brief  and simple; where there is a link  to a Policy, Guidance or Protocol,  please add a link (if available) in the Comments column.   Please return all completed forms to :   cheryl.gayther.opcc@dyfed - powys.pnn.police.uk  


Nature of Risk  Cause of Risk  Effect/Impact on  Business area  Response to  control/mitigate  Other ‘Triggers’   (if  applicable)  Risk Owner  Comments  


For example:    Delay in  introduction of IT  system.    Dela y in  Procurement  process    Introduction of  new service to  ‘Licence  Holders’  delayed until Sept  2018 .     Interim staffin g  structure  extended to Oct  2018    If further delay;  contract  discussio ns  needed with HR in  August 2018    A.N. Other,  Business area  lead    Decision made in  P eople   Board  meeting of **/**/**    
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Data Protection 
It is vitally important that all staff are fully aware of the implications of the Data Protection Act and 
GDPR. 
The OPCC now has its own data protection policy as recommended in the recent internal tiaa audit 
on GDPR. (attached) 
Whilst it is imperative that you are aware of the contents of the entire policy please pay particular 
attention to Section 5. Principles, Integrity and confidentiality (security). This refers to the 
Government Security Classification Policy (GSC). All OPCC staff must be aware of this and ensure that 
all documentation being disclosed outside of the OPCC is compliant with GSC, in particular it is not 
sufficient to just mark an e-mail, any documents, reports etc. attached must be classified in the same 
format. Further information on this can be found on the below link: 
 
http://dppi/sites/default.aspx?siteID=164&pageInstanceID=79892&pageID=5 
 
Whilst we have our own data protection policy we do however utilise the force’s data protection 
impact assessment tools (DPIA): 
 
http://dppi/sites/default.aspx?siteID=186&pageID=16 


 
DPIAs are an essential part of any new process/project/initiative and are a mandatory requirement 
under the General Data Protection Regulations (GDPR). 
 
In general, consistent use of DPIAs increases the awareness of privacy and data protection issues 
within the OPCC. It also ensures that all relevant staff involved in designing projects think about 
privacy at the early stages and adopt a ‘data protection by design’ approach.  
 
A DPIA also brings broader compliance benefits, as it can be an effective way to assess and 
demonstrate your compliance with all data protection principles and obligations. 
 
However, DPIAs are not just a compliance exercise. An effective DPIA allows you to identify and fix 
problems at an early stage, bringing broader benefits for both individuals and the OPCC. Conducting 
and publishing a DPIA can also improve transparency and make it easier for individuals to 
understand how and why you are using their information. 
 
DPIAs should be conducted by the project lead/information asset owner. 
 
Full guidance can be found on the above link but YOU SHOULD ASK YOURSELF THE FOLLOWING 
QUESTIONS, ANSWERING YES TO ANY OF THESE MEANS A DPIA MUST BE COMPLETED 
 


Checklist 
Will the project include the processing of personal data? 
 
Will the project involve the collection of new information about individuals? 
 
Will the project require individuals to provide information about 
themselves? 
Does the project involve new technology or a new company holding 
personal data? 
Will information about individuals be disclosed to organisations or people 
who have not previously had routine access to the information? 
Are you using information about individuals for a purpose it is not currently 
being used for, or in a way it is not currently used? 



http://dppi/sites/default.aspx?siteID=164&pageInstanceID=79892&pageID=5

http://dppi/sites/default.aspx?siteID=186&pageID=16





Does the project involve using new technology which could be perceived 
as being privacy intruding? 
(For example, biometrics, facial recognition or use of IP address data) 
Will the project affect the way in which personal information is stored or 
secured being changed? 
(For example, on a new system / with a new supplier) 
Will the project result in you making decisions or taking action against 
individuals in ways which can have a significant impact on them? 
Does the information involved include sensitive data? 
(For example, health records, criminal records, or other information that 
people are likely to consider private) 
Will the project use systematic and extensive[1] profiling or automated 
decision making to make significant decisions about people or to help 
make a decision on a person’s access to a service, opportunity or benefit? 
Does the project include the monitoring of publically accessible place on a 
large scale[2]? 
Will the data be combined, compared or matched from multiple sources? 
Will the project process personal data in a way which involves tracking 
individual’s online or offline location behaviour? 
Will the project process children’s personal data or the personal data of 
vulnerable individuals for profiling or automated decision-making or for 
marketing purposes, or offer online services directly to them? 
Will the project process personal data which could result in a risk of 
physical harm in the event of a security breach. 


 
 
Equality Impact 
 
In the same way that a DPIA assesses our compliance with individuals privacy rights an Equality 
Impact Assessment (EIA) addresses the effects that a policy/procedure/activity will have in respect 
of people’s race, religion or belief, gender, gender reassignment, sexual orientation, disability, 
marriage or civil partnership, age or pregnancy and maternity. This includes looking for opportunities 
to promote equality that have previously been missed or could be better used, as well as negative or 
adverse impacts that can be removed or mitigated, where possible.  
 
As with DPIAs, EIAs must be completed by ALL staff when considering anything new. For example an 
EIA was completed for the council tax police precept. 
It is a requirement to publish these on the Commissioner’s website when completed. 
 
Full guidance can be found on the below link: 
http://dppi/sites/default.aspx?siteID=116&pageID=162 
 


                                                           
[1] A definition of ‘systematic and extensive’ is included within appendix 3. 
[2] A definition of ‘large scale’ is included within appendix 3. 



http://dppi/sites/default.aspx?siteID=116&pageID=162
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SWYDDOGOL OFFICIAL 
All, 
As I’m sure you are all aware we have an ICO audit coming up on January 8th. 
In readiness for that visit I just wanted to refresh people’s memories on the importance of 
information security. 
 


• Data protection breach process – Please find attached the process that needs to be followed 
in the event of a breach occurring, although breaches are rare it is important that you are all 
aware of the process to follow, the most important point being to report it. If the breach is 
deemed serious we are obliged to report to the ICO and this has to be done within 72 hours. 
 


• Information Security – All employees are expected to take responsibility for the information 
they create, understand its sensitivity and ensure it is handled appropriately. Information 
security is the responsibility of ALL employees. 
With the increase of agile working there are some points that we should all consider both 


when we are away from the office and indeed at our desks: 
o NEVER leave your laptop unattended in a public place, this includes leaving it in your 


car 
o Only take paperwork out of the office that is essential to the work you are 


conducting, the transporting of documents should be kept to an absolute minimum 
o Ensure that paperwork is kept in a secure lockable bag 
o ALWAYS be aware of your surroundings when using laptops in public places, be 


mindful of the potential accidental disclosure to unauthorised persons 
o Do not make copies of data contained on laptops to any other media, especially 


home computers 
o Do not keep authentication parameters with your laptop, e.g. password, secure key 


etc. 
o Do not share your password with anyone 
o Do not share assets which are assigned to you, e.g. company credit card, if it’s in 


your name you are responsible for it and should not be allowing other staff to use it 
o Sharing of sensitive information or personal data (even within the office) is on a 


need to know basis. Although necessary to save documents on sharepoint, if these 
are particularly sensitive they can be password protected to restrict access 


o Ensure that all documentation adheres to the Government Security Classification 
Policy (GSC) in particular it is not sufficient to just mark an e-mail, any documents, 
reports etc. attached must be classified in the same format. 


o Ensure the process for use of USBs and Dongles is adhered to at all times 
o Always adhere to the clear desk and clear screen procedures 


 
These are just a few of the points to bear in mind and this is by no means an exhaustive list. Most of 
the rules surrounding protecting information are ‘common sense’. Please also refer to your recently 
completed NCALT training packages on data protection and protecting information and also refer to 
the Information Security and Assurance page on DPPi. 
http://dppi/sites/default.aspx?siteID=164 
 
 
 



http://dppi/sites/default.aspx?siteID=164




