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Date: 11th September 2018	

TO:	The Police and Crime Commissioner, Chief Constable and Members of the Joint Audit Committee (Mr A Kenwright, Mr A Morgan, Mr M Evans, Mr M MacDonald)

Copy to:	Ms B Peatling, Chief Finance Officer
ACPO and Senior Officers/Staff 
		Representatives from TIAA and Wales Audit Office
		Press and Libraries

Dear Sir/Madam,

A meeting of the Joint Audit Committee will be held on Tuesday 18th September 2018 at 10:00am in Room SCC002 of the Strategic Command Centre, Police Headquarters, Llangunnor, Carmarthen for the transaction of the business on the attached agenda.  Members of the Press and Public may attend this meeting.  To participate through the medium of Welsh, Members of the Public are required to provide at least 7 days notice to guarantee such provision as notified on our website.  Should we receive late notification we will do our best to provide this service but cannot guarantee.
Yours faithfully
[image: ]
Mrs Carys F Morgans
Chief of Staff

Encl.
A  G  E  N  D  A
1. Apologies for absence
2. Declarations of interest
3. To confirm the minutes of the meeting held on the 17th July 2018 


Matters for Scrutiny
4. To consider the 2017/18 progress report of the Internal Auditors (SICA) 


5. To receive an updated Annual Internal Audit Plan


6. To consider the following reports of the internal auditors:
a) Compliance Review of the Quality Management System (QMS) Procedures Q2
b) Compliance Review of Neighbourhoods – Divisional Visits
c) Appraisal Review of HR - Leadership Skills
d) Fleet Management – Single System Report

7. To receive a Treasury Management report – performance during 2017/18 and mid-year review of performance during 2018/19




8.  To receive minutes of Corporate Governance Group meeting held 5th September 2018 (to follow)
9. HMIC update
10. [bookmark: _GoBack]To receive an  update regarding ICO and Data Management 

The information contained in the below two agenda items has been subjected to the requirements of the Freedom of Information Act 2000, Data Protection Act 1998 and the Office of the Police and Crime Commissioner for Dyfed-Powys’ public interest test and is deemed to be exempt for publication under section 13 of Schedule 12A Local Government Act 1972.

11. To consider Corporate Risks exception Report
12. To receive a verbal update on the Internal Audit Contract 
13. Any other business 
a. JAC Membership update
b. Commissioning  Advisory Board
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oo Meetin.g: Joi|_1t Audit Committee ‘ )
HEDDLU A THROSEDDU \I;:':::e. FZ’:!:‘CJeuII-IyQ2018 " d
POLICE AND CRIME Time: 10:00 - 14:00 _
Members: Mr Malcolm MacDonald (MM)
Mr Martin Evans (ME)
Mr Andre Morgan (AM)
Also Mr Dafydd Llywelyn Police & Crime Commissioner (PCC)
Present: Mr Mark Collins, Chief Constable (CC)
Mrs Carys Morgans, Chief of Staff (CoS)
Ms Beverley Peatling, Chief Finance Officer (CFO)
Mr Edwin Harries, Director of Finance (DoF)
Mr Jason Blewitt, Audit Manager (WAQO) (IB)
Mr Clive FitzGerald, Director of Audit (TIAA) (CF)
Ms Karen Davies (DPP) (KD)
Ms Sarah Welsby (DPP) (SW)
Miss Caryl Bond, OPCC Assurance Support Officer
Apologies: Mr Alasdair Kenwright (AMSK)
Ms Vicky Davies, TIAA (VD)
Declarations | None.
of Interest:
A 0 ARY FRO O 9 3 018
Action N° Action Summary Progress
A38 The TOR to be reviewed after the new legislation on | On-going
2017/18 Audit Committees and the duties of the CFO has
been issued.
A38 Inviting HMIC to attend certain JAC meetings to be | On-going
2017/18 discussed as part of the review of the TOR.
A39 To change the word “should” to “"must” within the
2017/18 section on money laundering within the Treasury | Completed
Management Strategy.
A40 The translation team to be thanked for their hard | Completed
2017/18 work in relation to helping both the Force and OPCC
to achieve the current level of compliancy with the
Welsh Language standards.
A44 The Corporate Governance framework to be
2017/18 amended as discussed above. Completed
A45 The Force Management Statement to be discussed | Completed
2017/18 within the seminar in June.
A47 That how the table of ‘Significant Governance | On-going
2017/18 Issues’ is displayed within the document is

discussed within the Corporate Governance Group
and that research is carried out to identify best
practice with other areas.






MM welcomed everyone to the meeting, giving a special welcome to Clive Fitzgerald, the
Director of Audit from TIAA.

Apologies were given on behalf of Alasdair Kenwright and Vicky Davies.

A51 2017/18 Minutes of the meeting held on 19" March 2018 and Matters
Arising

It was noted that they are still waiting on the guidance from CIPFA regarding Joint Audit
Committees and it was acknowledged that certain actions such as reviewing the

Committees TOR will be on hold until the guidance has been published.

CoS confirmed that Sarah Cooper from HMIC has accepted an invite to attend the JAC
meeting in September. The Committee highlighted that having a member of HMIC attend

was a positive step forward.
It was noted that all actions had been completed.

Decision: Subject to the noted amendment the minutes of the meeting held on
19" March 2018 were accepted as a true record.

A52 2017/18: The draft Joint Audit Committee Annual Report 2017/18

MM noted that there was a typo on page 2, which needs amending to ‘along’. It was also
asked that the sentence on page 2 referring to members’ term of office be re-phrased to
aid understanding.

Members noted that they were happy with the report and MM thanked CoS for the report.

Action A52: 2 amendments as discussed to be made to the Joint Audit
Committee Annual Report 2017/18 and published thereafter.





A53 2017/18: Internal Audit Annual Report 2017/18

CF presented the Internal Audit Annual Report 2017/18 to the Committee, stating that
the Head of Internal Audit annual opinion is that they are satisfied based on the reviews
they have undertaken during the year that Dyfed-Powys Chief Constable and the Police
and Crime Commissioner for Dyfed-Powys have reasonable and effective risk
management and governance processes in place.

CF stated that it has been a very positive year in terms of Internal Audits. They have
undertaken 23 assurance reviews, 7 of which were assessed as substantial assurance
which is a very high number. 15 of the reviews were assessed as reasonable and only 1
with limited assurance.

MM noted positively that a wide range of activities have been reviewed and addressed
over the year, giving the Committee confidence that the Force are taking the necessary
steps to progress and move forward following recommendations.

MM thanked CF and the entire TIAA team.

A54 2017/18: Draft 2017/18 Letters of Representation for the Police and Crime
Commissioner and Chief Constable

The Committee recommended the letters for approval to the Police and Crime
Commissioner and Chief Constable.

Action A54: The draft Letter of Representation of the Police and Crime
Commissioner was recommended for signature by the appropriate signatories.

A55 2017/18: Management’s response to the audit enquiries on arrangements
for the prevention and detection of fraud.

CFO stated that an amendment needed to be made on page 11, noting that question 1s
17/18 response needs amending. CFO explained that within the document they have
provided both the 16/17 response and the 17/18 response and from this they can see
that much of it is the same, albeit the 17/18 response has been strengthened to reflect

the changes in the governance structures which have been made.





A56 2017/18: Wales Audit Office Audit of 2017 /18 Financial Statements Report.

The report provided an opinion on whether the financial statements of the Police and
Crime Commissioner and the Chief Constable for Dyfed-Powys gave a true and fair view
of their financial position as at 31 March 2018 and of their income and expenditure for

the year.

JB explained in 2016/17 it was agreed with both the PCC and CC to pilot earlier deadlines
for both the accounts preparation and audit delivery in 2016-17 and 2017-18. ]B stated
that this was a significant achievement for the finance team with all their pressures and

workloads to meet this deadline.

JB stated that a number of learning points have been identified, including the quality
assurance of the accounts and working papers prior to audit and the availability of
finance staff during the audit window. These have been recognised and necessary steps

will be taken to improve and ease pressures going forward.

JB explained that the number of ‘Uncorrected misstatements’ detailed in the report may
increase in future years. As a consequence of the earlier statutory timescales the WAO
recognises that there will be a greater focus on adjusting only the more significant
issues. It was explained that the revaluation Reserve is misstated by £287,000 and

Officers have agreed to review this and correct in 2018/19.

It was explained that there was no concern about the qualitative aspects of the
accounting practices and financial reporting. No weaknesses in the internal controls were
identified and there was no concern with the independence and objectivity of their audit

team.

MM thanked JB for WAOs work.





A56 2017/18: Draft Annual Statement of Accounts for 2017/18 - Group

Accounts and Chief Constable Accounts.

MM stated that he felt it was a positive step in receiving the Annual Governance
Statement from both the Chief and PCC as a joint document and thanked all those

involved for this achievement.

CFO explained that they had the Statement of Accounts seminar in June where the
Committee got the opportunity to go through the Statement of Accounts in great detail.
The finance team have since amended the documents as proposed. CFO thanked
everyone that was involved in the process for their input into the documents. CFO
explained that as members were aware, there were some new requirements for the

narrative report this year which would be built upon going forward.

MM stated that the June seminar was useful in terms of reviewing the accounts and
related documents with very valuable discussions taking place. CFO thanked the
members for their time in going through the accounts, stating that their input and

feedback within the seminar was very beneficial.

Action A56: The Committee recommend the Draft Annual Statement of Accounts
for 2017 /18 to both the PCC and CC for approval.

A57 2017/18: 2017 /18 Progress Report of the Internal Auditors (SICA)

CF presented the 2017/18 Progress Report of the Internal Auditors (SICA) to the
Committee. This report provides the Audit Committee with the final update on the
progress of the work at Dyfed-Powys Police for 2017/18.

A58 2017 /18: Reports of the internal auditors

Five reports have been finalised since the last committee meeting and therefore have

been brought to the committee’s attention for consideration.





a) Strategic Control and Corporate Governance

Outcome: Reasonable Assurance, with two Priority 2 recommendations and two priority 3
recommendations. CF explained that all of the recommendations have been accepted.
The Joint Corporate Governance Framework has been amended to incorporate the
governance arrangements as required. It has also been agreed that a full evaluation of
the governance structure will be undertaken in October 2018. CF explained that they now
have a TOR for all Boards and Groups within the governance structure which addresses

the two priority 3 recommendations.

MM stated that having the chart showing clearly the governance structure is extremely
useful. This helps to ensure that within meetings it is clear to distinguish what board is

responsible for what.

CoS explained to the Committee that she meets with the Force Governance Manager on a
monthly basis to ensure Force Governance arrangements feeds into the OPCC
Governance arrangements and vice versa. This helps to ensure good partnership working

and provides an opportunity to address any necessary issues or concerns.

b) ICT Network Security

Outcome: Reasonable Assurance with two priority 2 recommendations made. CF
explained that it was recommended that an email encryption tool be introduced to enable
the secure sharing of sensitive personal information when required and recommended
that electronic controls be implemented to enforce the Dyfed-Powys Police removable

media policy, restricting use to fully encrypted Dyfed-Powys Police issued devices only.

DoF explained that these 2 recommendations were currently being considered by the
Information Assurance Board. An options paper in relation to email encryption would be
considered at the next board meeting. There are currently some processes in place to
strengthening the secure sharing of official sensitive information via email. This

recommendation is in hand.

AM asked whether CF knew of any organisation which has good practice in this area in

which DPP could contact.





CF explained that they themselves currently have port monitoring software on all their
devices and use encrypted USB sticks in their organisation, this is currently in place and

works effectively.

c) ICT Change Management

Outcome: Reasonable Assurance, with two priority 2 recommendations and one
operational recommendation. CF explained that the first recommendation related to the
proposed separation of ICT resources between an Incident Management Team and a
Delivery Team to be piloted as soon as possible and any changes in productivity and
effectiveness be identified and assessed. The second recommendation was that an easily
definable report be introduced to enable the identification and reporting of all changes

made through Workstream Tracker.

DoF gave an update one progress and gave assurance that issues had been picked up by
IT. There is now an IT plan/ strategy in place which will help the IT Team identify key

priorities and timescales and staff will be allocated to specific projects.

d) Assurance Review of Legal Claims Handling - Litigation-Lessons Learned

Outcome: Reasonable Assurance. This was the first of the 2018/19 reviews. CF explained
that the overall conclusion was that the Legal Services Department manages civil claims
in accordance with Civil Recovery Procedures. Within the review there is one priority 2
recommendation and four priority 3 recommendations. The priority 2 recommendation

suggests having overarching procedures documented for the claims handling process.

AM queried whether this recommendation had been accepted by the Force. CF explained
that the Management response to this recommendation was that as they follow Civil
Procedures 1998 they are comfortable that this effectively forms the Departmental
Procedures, but it is important that everyone is aware of these procedures. CF stated
that as long everyone follows the same process and is fully aware of the Civil Procedure
Rules to ensure consistency, TIAA are satisfied with this response. MM checked whether
TIAA would conduct a follow up to assess the effectiveness of this approach. CF assured

the committee that this would take place.





e) Compliance review of the Quality Management System (QMS) Procedures

Outcome: No overall assurance assessment provided as this was an operational, rather
than an assurance review.

CF explained that the purpose of this review was to provide the Committee with an
overview of what has been done against the year plan, explaining that within the plan
there were 3 reviews which look at ISO compliance within the Quality Management
System, with this being the first review out of the three. The overall conclusion stated
that the audits undertaken within the Scientific Support Unit and Digital and Cyber Crime
unit generally complied with the requirements of ISO, with a small number of corrective
actions being identified and reported as part of the Quality Management System
reporting methodology. CF explained that there are no recommendations at this level and

that the 3™ review would be undertaken by the end of year.

A59 2017/18: Year End Follow up Review 2017/18

The TIAA Year End Follow up Review 2017/18 was presented to the Committee. This
review looks at the management action which has been undertaken in respect of all
recommendations arising from the internal audit reviews. The findings from this review
show that 21 recommendations have been implemented (66% of all recommendations),

1 was in the process of being implemented and 10 have a revised target date.
AM stated positively that noticeable progress has been made.

MM queried in relation to ICT security whether there was an issue with Microsoft Office
not supporting windows 7. DoF explained that they have identified a small humber of
machines that are still operating on windows 7 which will need to be updated; this piece

of work has already been flagged and is in progress.

CF explained that windows 7 will be supported until January 2019. DoF stated that they
are hoping that all the changes will be implemented by September 2018.





A60 2017/18: 2018/19 SICA Report

The summary provided the Audit Committee with an update on the progress of internal
work at Dyfed-Powys Police as at 12" July 2018.

CF explained that they have recently had a very successful meeting where they met with
a number of the department leads to determine appropriate scopes for the relevant

reviews, allowing TIAA to now produce the audit planning memorandum.

CFO wished to bring one item to the Members attention which was the agreed annual
audit plan. Members were aware that there was an audit in General ledger as it was
discussed when looking at the Statements of Accounts. There was also a need to take a
focused review of Financial Management. CFO wished to propose to Members that they
replace the General Ledger audit on the plan with an internal audit review of Financial
Management arrangements. .Members accepted the change and agreed that this would

be beneficial.

Decision A60 2017/18: Members agreed the proposal of changing General
Ledger on the annual audit plan to an internal audit of Financial Management

Arrangements.

CoS asked that given TIAA are also providers to the other three Forces and OPCC’s in
Wales, whether consideration had been given to comparing the annual plans and whether
there is an intention where appropriate to do some comparison reports. At a previous
JAC meeting a request was made as to whether it would be possible to have a
comparison report in relation to the implementation of the Welsh Language Standards as

this would be useful moving forward.

CF explained that last year they did a general comparison report of the plans across the
Forces but not a specific audit comparison report. There were no plans of doing one for
the current year, however, CF stated that if it was felt that one was needed this would be
something that they could consider. It was explained that in order to do a comparison
report each Force would need to be comfortable and give approval to be involved. CF
stated that he would contact each area for their approval to be involved in a comparison
report, sharing their findings in relation to the implementation of the Welsh Language
Standards.





Action A602017/18: CF to contact other areas in Wales for their views on
sharing findings in relation to the implementation of the Welsh Language

Standards in a comparison report.

MM stated that the comparison report could be placed within the closed/ confidential

section on the agenda if areas were reluctant to share the comparison report publicly.

A61 2017 /18: Force significant Corporate Risk Registers

DoF explained that it was agreed at the last meeting for any new or significant risks to be
brought to JAC meetings, as an alternative to discussing the entire Force Corporate Risk
Register. It was explained that the report brought to the Committee on the Significant

Corporate Risk register had been discussed at a recent Policing Board.

The DoF went through the report highlighting the risks and the processes put into place
to mitigate the risks. One of the highlighted risks included the forensic medical
examination of children. DoF explained that options are currently being reviewed

regarding this to address/ mitigate the risk.

PCC highlighted that this concern links closely to the capacity of the Health Board and
although it is on the Force Risk Register this is also an issue for the Health Boards across
Wales and is not unique to Dyfed-Powys. The Committee recognise that the Force would
be limited as to how much they could mitigate this risk as it is closely linked with the
work of the Health Boards.

AM noted that having a report highlighting the significant risks was very useful. AM
pointed out the concern that Carmarthenshire had a significant drop in compliance with
statutory requirements to undertake Health and Safety Inspections.CC acknowledged this
concern and explained that they had recently employed a Health and Safety trainer
which will hopefully help address matters. Health and Safety training is currently ongoing

and the training will be rolled out on a priority basis.

ME acknowledged that having a report just on the significant risks is beneficial, however,
asked whether it would be worth changing the format of the document slightly to include

some further details, such as a section which incorporates the actions and progress which

10





is being made against each risk and the owner and proposed timescale to progress with

the recommended actions needed.

CC acknowledged this and recommended that for future meetings more detail be

included in the report for the Committee to consider.

Action A61 2017/18: Further detail to be added to the report on Force

Corporate Risk Register for the Committee to consider at future meetings.

MM thanked the Force for providing the report and acknowledged that this was a positive

move forward instead of receiving the entire risk register.

A62 2017/18: Update on the Force Management Statement

MM, made a comment from both himself and on behalf of AK that they felt the document

is extremely useful.

CC explained that there were two documents for the Committee to consider, the Force
Management Statement (FMS) 2018 and the Summary of State of Policing and FMS
report. It was explained that the FMS does take a large amount of time and resources to
prepare, but that they have recently received positive feedback from HMIC regarding the

quality of their submission however, they are still waiting on the official response.

PCC explained that it would also be useful to note that there has been some push back in
relation to FMS, with many Police and Crime Commissioners being sceptical about FMS.
However, the PCC noted that he was supportive of the notion of having a FMS, stating
that he felt that they were very useful as a Commissioner for audit and reviewing

purposes of the Force.

MM asked how the FMS fits into daily work and staff structures and whether it would be
introduced into training and auditing etc.CC explained that officers should all be aware of
the Police and Crime Plan and the CCs priorities. It was explained that possibly not all
officers would be aware of the FMS; however, this would be a living document that will

continue to be built upon going forward.

The PCC explained that the FMS considers the Force Strategic Assessment which looks at

the priorities of the Force, State of the Nation HMIC report and the Police and Crime Plan,

11





bringing everything together into one document looking at where the Force sits in

relation to all other layers and reports etc.
ME asked where the FMS fits into JAC in terms of audit.

MM stated that the document interlinks with a few other areas including the Risk
Registers and the impact on the Medium Term Financial Plan etc. The FMS will also allow

the Committee to see what areas the Force is doing well.

CC stated that they will be posing further questions to the HMIC on how they see JAC
taking forward the FMS.

A63 2017/18: Any Other Business
a) JAC membership

CoS proposed the idea of recruiting an additional JAC member, bringing the total up to
five. This will help ensure that meetings are always quorate.

The Panel agreed with this proposal and felt that this would be a positive action to take.

CoS explained that they would therefore advertise in September and that an update
would be provided on the progress of this at the next JAC meeting.

Decision A63 2017/18: To recruit an additional JAC member and advertising to
commence in September.

b) Corporate Governance Meeting

MM explained that there were no Corporate Governance Meeting minutes on the
agenda due to the meeting being postponed. Minutes will therefore be brought to the
next meeting in September.

The Meeting closed at 11:55 hrs
Date of next meeting: 19" September 2018
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DECISIONS ARISING FROM MEETING 24" July 2018

Decision | Decision Summary To be
No. progressed by
A51 Subject to the noted amendment the minutes of the | OPCC
2017/18 | meeting held on 19th March 2018 were accepted as a

true record.
A55 The Committee recommend the Draft Annual | Members
2017/18 | Statement of Accounts for 2017/18 to both the PCC

and CC for approval.
A60 Members agreed the proposal of changing General | Members
2017/18 | Ledger on the annual audit plan to an internal audit

of Financial Management arrangements.
A63 To recruit an additional JAC member and advertising | OPCC
2017/18 | to commence in September.

ACTION SUMMARY FROM MEETING ON 24" July 2018

Action N° Action Summary To be
progressed by
A52 2 amendments as discussed to be made to the | OPCC
2017/18 Joint Audit Committee Annual Report 2017/18.
A54 The draft Letter of Representation of the Police
2017/18 and Crime Commissioner was recommended for | PCC and CC
signature by the appropriate signatories.
A56 The Committee recommend the Draft Annual | PCC and CC
2017/18 Statement of Accounts for 2017/18 to both the
PCC and CC for approval.
A60 CF to contact other areas in Wales for their | TIAA
2017/18 approval on whether they would be happy to
share their findings in relation to the
implementation of the Welsh Language
Standards in a comparison report.
A61 Further detail to be added to the report on Force | Force
2017/18 Significant Corporate Risk Register for the
Committee to consider at future meetings.
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INTRODUCTION

1. This summary report provides the Joint Audit Committee with an update on the progress of our work as at 6" September 2018.

PROGRESS AGAINST THE 2018/19 ANNUAL PLAN
2. Our progress against the Annual Plan for 2018/19 is set out in Appendix A.
INTERNAL CONTROL FRAMEWORK

3. The key strategic governance, risk management and control matters identified from the two reviews completed from the 2018/19 plan since the previous Joint
Audit Committee are summarised below. At this stage there are no issues arising from these findings which would require the annual Head of Audit Opinion to be
qualified.

Key Strategic Governance, Risk Management and Control Matters

Review High level
Neighbourhoods - Divisional Visits Concerns and issues have been raised in both the control of property subject to charge and the budgetary control
Property and Overtime arrangements for overtime.

e Detained property exhibits not found at both Brecon and Haverfordwest Divisional Head Quarters need
to be investigated.

e Excessive firearms most of which have been in the Property Stores for years, need to be removed.

e  Excessive amount of 'live' exhibits dated back several years.

e No evidence retained of controlled drugs being double-checked and signed off.

e Lack of detailed budgetary information provided to Superintendents to monitor overtime effectively.
Quality Management System — The audits undertaken within the SSU/DCCU (Scientific Support Unit and Digital & Cyber Crime Unit) generally

Compliance checks complied with the requirements of ISO 17025, Forensic Science Regulator — Codes of Practice and Conduct and
ILAC — G19 — modules in a Forensic Science Process.

e A small number of corrective actions were identified and reported as part of the Quality Management
System reporting methodology.

EMERGING GOVERNANCE, RISK AND INTERNAL CONTROL RELATED ISSUES

4, We have identified no emerging strategic risks which could impact on the overall effectiveness of the governance, risk and internal control framework of the
organisation.
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AUDITS COMPLETED SINCE THE LAST REPORT TO COMMITTEE

5. The table below sets out details of audits finalised since the previous meeting of the Joint Audit Committee.
Key Dates Number of Recommendations
Review Evaluation Draft issued Requnses Final issued 1 2 8 OE
Received
Neighbourhoods - Divisional Limited 10/07/2018 17/08/2018 20/08/2018 2 7 6 3
Visits Property and Overtime Assurance
Quality Management System No 06/07/2018 11/07/2018 11/07/2018 N/A - N/A NA N/A
- Compliance assessment

CHANGES TO THE ANNUAL PLAN 2018/19

6. The review of General Ledger was changed to a review of Financial Management at the request of Senior Management, there are no other changes to the plan
other than operational changes to review dates noted in Appendix A.

FRAUDS/IRREGULARITIES

7. We have not been advised of any frauds or irregularities in the period since the last summary report was issued.
LIAISON
8. Liaison with external audit: We maintain ongoing communication with the Wales Audit Office.

PROGRESS ACTIONING PRIORITY 1 RECOMMENDATIONS

9. We have made two Priority 1 recommendations (i.e. fundamental control issues on which action should be taken immediately) since the previous SICA within the
Neighbourhoods — Divisional Visits report. One of these recommendations relating to retained property exhibits not found at Haverfordwest Divisional Head
Quarters during the review has been addressed.

10. Action has being taken to address the other recommendation relating to retained property exhibits not found at Brecon Divisional Head Quarters with a planned
implementation date of the 31st August 2018. A holistic audit of all property stores within the Dyfed Powys Police Force area was undertaken but unfortunately the
item identified as DB/008494/14 was not located during the course of the audit. The BSU are confident that the item has been re-directed from the property store to
the Force Digital Communications and Cyber Crime Unit (DCCU) for digital and forensic examination and then subsequently disposed of by the DCCU. An action
has now been set for property officers to record the serial number of any DCCU exhibit on the Property Management System (PMS) as an additional identification
check and additionally DCCU will begin making reference to the property number in the processing and disposal of their exhibits.
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RESPONSIBILITY/DISCLAIMER
11. This report has been prepared solely for management's use and must not be recited or referred to in whole or in part to third parties without our prior written
consent. The matters raised in this report not necessarily a comprehensive statement of all the weaknesses that exist or all the improvements that might be made.
No responsibility to any third party is accepted as the report has not been prepared, and is not intended, for any other purpose. TIAA neither owes nor accepts any

duty of care to any other party who may receive this report and specifically disclaims any liability for loss, damage or expense of whatsoever nature, which is
caused by their reliance on our report.





Progress against the Annual Plan for 2018/19
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Appendix A

System

Governance - Performance
Management

Risk Management - Mitigating
Controls

Counter Fraud — Procurement

Legal Claims Handling — Litigation
/ Lessons Learned

Fleet Management — Single system

HR Leadership Skills

Absence Management
Neighbourhoods — Two Divisional
Visits

Property and Overtime

Resource Management Unit
Commissioners Grants
Collaborative Project
GDPR Compliance Audit
ICT Infrastructure Review
Treasury Management

Financial Management

Planned
Quarter

1

Days

10

10

Revised
Quarter

4

Current Status Comments

Scope being agreed.

Final report issued 11" July 2018
Draft report issued 20" July 2018.
Draft report issued 9" August 2018

Scope being agreed.
Final report issued 21°' August 2018

Planned start date 8" October 2018
Planned start date 26" November 2018
Scope Being agreed.

Split into two visits. Q2 and Q4

Scope being agreed.

Planned start date 27" November 2018

Scope being agreed

Visit 1 date 4™ October 2018.





System
Payroll
Creditors
Fixed Assets

Accreditation
Management
Quarter 1

Accreditation
Management
Quarter 2

Accreditation
Management
Quarter 3

Follow-up

System

System

System

Quality
(QMS)

Quality
(QMS)

Quality
(QMS)

Liaison with Wales Audit Office

2018/19 Annual Plan

2018/19 Annual Report

Management & Planning

Total

= To be commenced

= Site work commenced

= Draft report issued

= Final report issued

Planned
Quarter

3

3

1-4

1-4

Days
6

6

16

160

Revised
Quarter

3

3

1-4

[ ]
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Current Status Comments

Planned start date 2" October 2018
Planned start date 6" November 2018

Planned start date 27" November 2018

Quarter 1 work completed. Quarter 1 final issued 11™ July 2018

Quarter 2 draft report issued 16" August 2018

Quarter 2 work completed.

Planned start date 7" November 2018

Interim Follow Up planned start date 20"
September 2018
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Appendix B

Briefings on Developments in Governance, Risk and Control

Summary of Recent Client Briefing Notes (CBNSs)

TIAA produce regular briefing notes to summarise new developments in Governance, Risk, Control and Counter Fraud which may have an impact on our clients. These
are shared with clients and made available through our Online Client Portal. A summary list of those CBNs issued in the last three months which may be of relevance to
Dyfed Powys Police is given below. Copies of any CBNs are available on request from your local TIAA team.

Date Issued CBN Ref Subject Status TIAA Comments

Audit Committees and Boards/Governing Bodies are advised to
06/09/2018 CBN-18028 All - ICSA Guidance on Effective Board Reporting Solalokssol sV Aeilelgi s consider the extent to which current reporting arrangements meet
the needs of those in attendance.

Audit Committees and Governing Bodies are advised to consider
24/08/2018 CBN-18027 All — Estates Management Checklists for Boards Solg =lolsilolSlANeiTelgl -  the assurances they may require regarding each of the top 10 estate
checks.

Audit Committees and Boards/Governing Bodies are advised to
Folp ekl PAe il ensure that their payment service providers (PSPs) use strong
customer authentication (SCA) for online card transactions

All — Changes to Accepting Payments by
20/08/2018 CBN-18026 Debit/Credit Cards
Audit Committees and Boards/Governing Bodies are advised to note
17/07/2018 CBN-18024 All — Combatting Job Scams_ SAFERjobs For Information this initiative and the services it offers organisations to help protect
both employers and agency staff.
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Overview

Introduction

The Audit Plan for 2018/19 has been developed by carrying out an update audit risk
assessment to ensure that the planned coverage for the year is focussed on the key
audit risk areas and that the coverage will enable an annual Head of Audit Opinion to
be provided in the Annual Report.

Key Emerging Themes

2018/19 will be a challenging year for Police organisations both in terms of funding and
also the pressures on service delivery. We have identified a number of key areas
which require internal audit coverage during the year.

« Budget pressures — the continued severe financial pressures will not abate during
the year and the quick opportunities for cost savings have largely been taken
meaning additional efficiency savings in the year will have to be through
innovative working initiatives.

o ICT - Enactment of GDPR - this will have a significant impact on how data is held
and protected, including Body worn cameras and Cybercrime — all the indications
from 2017/18 is that there will be more sophisticated attempts to disrupt and deny
services often for no clear motive.

« Finance — the ongoing pressure of the financial position and the introduction of
Force Management Statements for all forces from April 2018.

« Collaboration — increasing collaboration throughout Wales and across the public
sectors.

Adequacy of the planned audit coverage

The Audit Plan for 2018/19 provides the level of coverage to enable a head of audit
annual opinion to be made on the overall adequacy and effectiveness of the
organisation’s framework of governance, risk management and control as required by
the Public Sector Internal Audit Standards (PSIAS).

Figure 1 — 2018/19 Audit planning process

ANNUAL AUDIT
OPINION

Risk Prioritisation

See Annex A

Planned Coverage for
2018/19

See Annex B

Internal Audit
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Responsibilities for Delivery

See Annex C
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Internal Audit Plan

Audit Strategy Methodology

We adopt a proprietary risk based approach (GUARD) to determining your audit
needs each year which includes reviewing your risk register and risk management
framework, previous internal audit work for the organisation, the Regulatory
Framework and assessment of Dyfed Powys Police’s external audit
recommendations together with key corporate documentation such as the Police
and Crime Plan, Chief Constable’s Delivery Plan, Risk Register and financial
regulations. The Strategy is based predominantly on our understanding of the
inherent risks facing Dyfed Powys Wales Police and those within the sector and
has been developed with senior management and Committee.

Risk Prioritisation

Each year an updated risk assessment is carried out to ensure the Audit Strategy
remains fully aligned with the key risks facing Dyfed Powys Police. The GUARD
risk analysis for 2018/19 which underpins your Audit Plan is set out at Annex A.

Audit Strategy and Annual Plan

Following the risk prioritisation review the Audit Strategy has been updated (Annex
B) and the Annual Plan (Annex C) sets out the reviews that will be carried out, the
planned times and the scopes for each of these reviews.

The Annual Plan will be subject to ongoing review and could change as the risks
change for the organisation and will be formally reviewed with senior management
and the Joint Audit Committee mid-way through the financial year or should a
significant issue arise.

The overall agreed time for the delivery of the Annual Plan includes: research,
preparation and issue of terms of reference, production and review of working
papers and reports and site work. The Annual Plan has been prepared on the
assumption that the expected controls will be in place.

tiaa

Audit Remit

The Audit Remit (Annex D) formally defines internal audit’s purpose, authority and
responsibility. It establishes internal audit’s position within Dyfed Powys Police and
defines the scope of internal audit activities and ensures compliance with the
PSIAS.

Reporting

Assignment Reports: A separate report will be prepared for each review carried
out. Each report will be prepared in accordance with the arrangements contained
in the Terms of Reference agreed with TIAA and which accord with the
requirements of the Public Sector Internal Audit Standards (PSIAS).

Progress Reports: Progress reports will be prepared for each Joint Audit
Committee meeting. Each report will detail progress achieved to date against the
agreed annual plan.

Annual Report: An Annual Report will be prepared for each year in accordance
with the requirements set out in the Public Sector Internal Audit Standards
(PSIAS). The Annual Report will include our opinion of the overall adequacy and
effectiveness of Dyfed Powys Wales Police’s governance, risk management and
operational control processes.

Other Briefings: During the year Client Briefing Notes, Benchmarking and lessons
learned digests will be provided. These are designed to keep the organisation
abreast of in-year developments which may impact on the governance, risk and
control assurance framework.

Assurance Mapping

For each assurance review an assessment of the combined effectiveness of the
controls in mitigating the key control risks will be provided. The assurance mapping
process is set out in Annex E.
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Liaison with the External Auditor

We will liaise with Dyfed Powys Police’s External Auditor. Any matters in the areas
included in the Annual Plan that are identified by the external auditor in their audit
management letters will be included in the scope of the appropriate review.

Performance

The following Performance Targets will be used to measure the performance of
internal audit in delivering the Annual Plan:

Area Performance Measure Target

Completion of planned audits. 100%

Achievement of the plan
Audits completed in time allocation. 100%
Draft report issued within 10 working days of exit 95%
meeting.

Reports Issued
Final report issued within 10 working days of receipt 95%
of responses.

Professional Standards Compliance with PSIAS Standards. 100%

Conflict of Interest

We are not aware of any conflicts of interest and should any arise we will manage
them in line with PSIAS requirements, the Dyfed Powys Police’s requirements and
TIAA’s internal policies.

Limitations and Responsibility

Substantive testing will only be carried out where a review assesses the internal
controls to be providing ‘limited’ or ‘no’ assurance with the prior approval of Dyfed
Powys Wales Police and additional time will be required to carry out such testing.
Dyfed Powys Police is responsible for taking appropriate action to establish whether
any loss or impropriety has arisen as a result of the control weaknesses.

Internal controls can only provide reasonable and not absolute assurance against
misstatement or loss. The limitations on assurance include the possibility of one or
more of the following situations, control activities being circumvented by the collusion
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of two or more persons, human error, or the overriding of controls by management.
Additionally, no assurance can be provided that the internal controls will continue to
operate effectively in future periods or that the controls will be adequate to mitigate all
significant risks that may arise in future.

The responsibility for a sound system of internal controls rests with management and
work performed by internal audit should not be relied upon to identify all strengths and
weaknesses that may exist. Neither should internal audit work be relied upon to identify
all circumstances of fraud or irregularity, should there be any, although the audit
procedures have been designed so that any material irregularity has a reasonable
probability of discovery. Even sound systems of internal control may not be proof
against collusive fraud.

Reliance will be placed on management to provide internal audit with full access to
staff and to accounting records and transactions and to ensure the authenticity of these
documents.

The matters raised in the audit reports will be only those that come to the attention of
the auditor during the course of the internal audit reviews and are not necessarily a
comprehensive statement of all the weaknesses that exist or all the improvements that
might be made. The audit reports are prepared solely for management's use and are
not prepared for any other purpose.

Joint Audit Committee Responsibility

It is the responsibility of the Joint Audit Committee to determine that the number of
audit days to be provided and the planned audit coverage are sufficient to meet the
Committee’s requirements and the areas selected for review are appropriate to provide
assurance against the key risks within the organisation.
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Release of Report

The table below sets out the history of this plan.

Date plan issued: 5™ March 2018
Date final plan 27" March 2018
issued:

Date final Plan 21 August 2018
issued:

Dyfed Powys Wales Police
Annual Internal Audit Plan 2018/19
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Annex A: GUARD Risk Analysis
Changes for 2018/19

In addition to the core audit work required to underpin the Head of Audit Annual Opinion (governance, risk management, core financial systems, network controls, follow up etc.)
a GUARD assessment of key risks has been completed, to identify those that are most relevant to the organisation and where internal audit assurance would be best focussed.
These are summarised below.

; ] Included in
Area Commentary GUé?;S'Sk Integ:g(lj(ljlsk 2018/19 Audit
Plan

Budget Pressure

Deep dive review of In addition to data analytical identification of overpayments the review will also consider potential v
payments exposure arising from the changes to IR35 and the Criminal Finance Act have significant reputational

implications as well as financial penalties for non-compliance. Cost comparisons for a basket of

purchases will also be carried out as part of the review.

Force Management The introduction of Force Management Statements will impact on the finance team and the financial

Statements computer systems and processes.

ICT

GDPR This becomes effective in May 2018 and will have a significant impact on how data is held and v
protected. There are significant reputational implications as well as financial penalties for non-
compliance

Cybercrime Cybercrime — all the indications from 2017/18 is that there will be more sophisticated attempts to

2019/20
disrupt and deny services often for no clear motive
Body Worn Cameras The impact of the Force’s ability to comply with requirements of the EU GDPR legislation needs to be - v
considered.

Regulatory/Legislative

Modern Slavery Act An important area to ensure compliance with the requirements of the act.

Other

Limited or no assurance in  Time has been included for two reviews at Division of property and overtime following the limited - v

previous year assurance assessment of these areas in the Investigations review in 2017/18

Key to Grades

Medium Low
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Annex B: Rolling Strategic Plan

Governance and Risk Management

Performance Management Assurance 10

Strategic Planning Assurance 10

Project and Programme Management Assurance

Community Engagement Appraisal

Accreditation — Quality Management System Compliance 15

Risk Management — Mitigating Controls Compliance 6 6 6
Finance

Budgetary Control Assurance 8

Treasury Management Assurance 6

General Ledger Assurance

Financial Management Arrangements Assurance

Payroll Assurance

Creditors Assurance

Debtors Assurance 6

Fixed Assets Assurance 6 6
Pensions Assurance 6

Overtime and additional allowances Compliance 6

Capital Programme Assurance 8

Counter Fraud Appraisal 6 6
Legal Claims Handling / Litigation / Lessons Learned Assurance

Workforce

HR Management — Absence Management Assurance

HR Management — Leadership Skills Appraisal

Resource Management Unit Assurance

HR Management — Recruitment and Training Assurance 7

HR Management — Wellbeing Strategy Assurance

HR Management — Flexible working Assurance 7

Dyfed Powys Wales Police
Annual Internal Audit Plan 2018/19
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Operational Performance & Infrastructure

Estate Management — Delivery (deferred from 2017/18) Compliance 10

Estate Management — Governance Arrangements Assurance 10
Fleet Management — Single system Appraisal 5

Fleet Management — Strategy Appraisal

Fleet Management — Fuel Usage Compliance

Collaborative projects Assurance 4 4

Neighbourhoods — Divisional Visits (2) Property and Overtime Compliance 10 10 10
Commissioner’s Grants Appraisal 6

Complaints Management Assurance 6

Driver Retraining programme Appraisal 6
ICT

Infrastructure Governance Review Appraisal 10

Cyber Security Assurance 10

ICT Disaster Recovery Assurance 10
Data Assurance Assurance 10

Change Management Assurance 10
EU General Data Protection Requirements Compliance 6

Management and Planning

Contingency - - 10 10

Follow-up (Priority 1 and 2 only) - 3 3

Liaison with Wales Audit Office - 2

2018/19 Plan - 2

2018/19 Annual Report - 2

Management - 16 16 16
Totals 160 160 160

Dyfed Powys Wales Police
Annual Internal Audit Plan 2018/19
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Annex C: Annual Plan - 2018/19

Governance — Performance Assurance Rationale

AETUEEEIS Governance reviews included in each year of the plan, strategic risk.

Scope

The review considers the arrangements for providing assurance through the use of Key
Performance Indicators and the systems that are used to track and manage the attainment
of these targets. The scope of the review does not include consideration of the accuracy or
completeness of all reports presented to the committees/groups or the appropriateness of
all decisions taken.

1 Risk Management — Mitigating Controls =~ Compliance 6 Rationale

Included in each year of the Strategic Plan to ensure that there are effective controls in
place for the most significant risks. Number of days cover the review of two risks

Scope

Two uncertainties currently included in the organisation’s risk map will be selected and the
effectiveness of the identified controls will be reviewed. The scope of the review does not
include consideration of all potential mitigating arrangements or their effectiveness in
minimising the opportunities for the identified risks to occur.

1 Counter Fraud — Procurement Compliance 6 Rationale

The review provides assurance against reputational damage due to fraudulent activity, non-
compliance with legislation (Finance Act), regulation (IR35) and duplicated payments
utilising our Data Analytics team to focus the auditors testing regime. The work will be
carried out in quarter 2 to provide sufficient time to resolve any issues identified during the
review.

Scope

The review covers legislative and regulatory requirements including a check on duplicate
payments utilising TIAA’s Data Analytics team. The Criminal Finances Act suggests that
organisations should design or upgrade its procedures to include making clear to
employees that the firm is committed to preventing the facilitation of tax evasion, including
clauses in contracts with employees and external contractors requiring them not to engage
in facilitating tax evasion, and to report their concerns straightaway, providing staff training,
providing a safe whistle-blowing procedure, monitoring and enforcing prevention
procedures and regular reviews of procedures and changing them where required.

Other areas to be covered are:
e |R 35;

e Duplicate payments.
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Legal Claims Handling — Litigation / Assurance Rationale
Lessons Learned New arrangements within department, requested by Chief Officers.
Scope
The review considers the effectiveness of the Legal Claims Handling arrangements and
any lessons learned from litigation claims.
1 Fleet Management — Single system Appraisal 5 Rationale

A review of an aspect of Fleet Management has been included in each year of the Audit
Strategy.

Scope

The review appraises the effectiveness of the newly implemented fleet management
system used across the three forces in Dyfed Powys Wales.

1 HR Leadership Skills Appraisal 6 Rationale

Review of HR Management arrangements included in each year of the plan. Significant
change in the department.

Scope
The review appraises the effectiveness of the internal arrangements for ensuing that key

staff have effective Leaderships skills and the plans in place to achieve and improve this
area.

1 Absence Management Assurance 7 Rationale

Review of HR Management arrangements included in each year of the plan. Significant
change in the department.

Scope
The review considers the arrangements for: recording, reporting and monitoring absence.

The scope of the review will also consider the arrangements to promote wellbeing and
reduce absence.

1 Neighbourhoods — Two Divisional Visits ~ Compliance 10 Rationale
Property and Overtime Key operational risk area.
Scope

The review assesses compliance with the key corporate procedures for Property and
Overtime within two divisions.

2 Resource Management Unit Assurance 8 Rationale
Key operational risk area. Review requested by Chief Officers.

Scope

The review considers the arrangements for the effectiveness of procedure for resource
management within the specialist unit of the Force. Further detail of the scope will be
discussed with Chief Officers during the detailed planning meetings.
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Commissioners Grants Appraisal Rationale

Large grant programme issue by the Commissioner, reviewed on a three yearly basis.
Scope
The review considers the arrangements for the assessing, awarding and compliance
monitoring process.

2 Collaborative Project Appraisal 4 Rationale
Included in the plan annually, due to the increasing number of collaborative projects.
Scope

This review across three Forces considers the effectiveness of a joint project. The Forces
have agreed the ROCU / Tarian Project.

2 GDPR Compliance Audit Compliance 6 Rationale
To help ensure compliance with the requirements of EU GDPR.

The implementation of GDPR on 25" May requires significant changes to be made by
organisations and breaches associated with non-compliance can be up to 4% of Global
Turnover or €15M whichever is greater.

Scope
The review assesses compliance with the key [EU] GDPR elements of:

e Privacy Impact Assessments

e Data Subject rights (e.g. Right to be forgotten)
e Data Classification and Asset management

e Data Security & Breach Management

e Governance & Consent

e Data Controllers & Processors.

2 ICT Infrastructure Review Appraisal 10 Rationale
ICT risk underpins all business systems.

Scope

The review appraises the effectiveness of the ICT infrastructure in supporting delivery of
the Police and Crime Plan objectives. Further detailed scope of the review will be prepared
by the Technical ICT Auditor and ICT staff at Dyfed Powys Wales Police.
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Treasury Management Compliance Rationale
Key financial risk — audited bi-annually.

Scope

The review considers the arrangements for controlling the investment and borrowing
arrangements; compliance with the organisation’s overall policy; banking arrangements;
reconciliations and the reporting to committee. The scope of the review does not include
consideration of the appropriateness of any individual financial institution or broker or of
individual investment decisions made by the organisation.

3 Financial Management Arrangements Assurance 6 Rationale

Key financial risk — unforeseen overspend 2017/18

Scope

The review considers the arrangements in place to enable budget managers to effectively
manage the budgets they are responsible for. The review will include budget management
training, the visibility and understanding of financial position, the management of
commitments, variance analysis and the accuracy of budget profiling. A selection of budget
managers from operational and support areas will be involved in the review. The scope of
the review does not include consideration of the assumptions used in preparing the
budgets, depreciation policies, apportionment of central costs or financial information
included in tenders prepared by the organisation.

3 Payroll Assurance 6 Rationale
Key financial risk area completed annually

Scope

The review considers the arrangements for: the creation, amendment and deletion of
payroll records; payment of allowances and pay awards; and payment of salaries. The
scope of the review does not include determination of salary scales, appointment and
removal of staff, severance payments or reimbursement of travel and subsistence
expenses, or pension arrangements.

3 Creditors Assurance 6 Rationale

Key financial risk area completed annually

Scope

The review considers the arrangements for authorising and paying costs incurred by the
organisation and the arrangement for control of the organisation’s cheques and automated
payments. The scope does not include providing an assurance that the expenditure was
necessary or that value for money was achieved from the expenditure committed.
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3 Fixed Assets Assurance Rationale

Key financial risk area completed bi-annually

Scope

The review considers the identification of assets that need to be recorded in the asset
register, the identification, locating and recording of assets; inventories; and the disposal of
assets. The scope of the review does not include consideration of the purchasing,
depreciation policies or insurance arrangements.

1-3 Accreditation — Quality Management Compliance 15 Rationale

ShEti=in () High risk area, agreed by Chief Officers for inclusion in the plan.

Scope
The review checks compliance with selected QMS procedures.

4 Follow-up Follow up 3 The review ascertains whether management action has been taken to address the priority 1
and 2 recommendations only arising from selected internal audit work carried out in the
previous financial year.

1-4 Liaison with Wales Audit Office -

2018/19 Annual Plan Management

4 2018/19 Annual Report Management
1-4 Management & Planning Management 16
Total days 160

Dyfed Powys Wales Police
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Annex D: Audit Remit

Role

The main objective of the internal audit activity carried out by TIAA is to provide, in an
economical, efficient and timely manner, an objective evaluation of, and opinion on, the
overall adequacy and effectiveness of both Corporations Sole’s framework of
governance, risk management and control. TIAA is responsible for giving assurance to
the Joint Audit Committee of Dyfed Powys Police on the adequacy and effectiveness of
Dyfed Powys Wales Police’s risk management, control and governance processes.

Scope

All Dyfed Powys Police's (Force and Commissioner’s) activities fall within the remit of
TIAA. TIAA may consider the adequacy of controls necessary to secure propriety,
economy, efficiency and effectiveness in all areas. It will seek to confirm that Dyfed
Powys Police’s management has taken the necessary steps to achieve these objectives
and manage the associated risks. It is not within the remit of TIAA to question the
appropriateness of policy decisions. However, TIAA is required to examine the
arrangements by which such decisions are made, monitored and reviewed.

TIAA may also conduct any special reviews requested by the board, Joint Audit
Committee or the nominated officer (being the post responsible for the day to day
liaison with the TIAA), provided such reviews do not compromise the audit service’s
objectivity or independence, or the achievement of the approved audit plan.

Access

TIAA has unrestricted access to all documents, records, assets, personnel and
premises of Dyfed Powys Police and is authorised to obtain such information and
explanations as they consider necessary to form their opinion. The collection of data for
this purpose will be carried out in a manner prescribed by TIAA’'s professional
standards, Information Security and Information Governance policies.
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Standards and Approach

TIAA's work will be performed with due professional care, in accordance with the
requirements of the PSIAS.

Independence

TIAA has no executive role, nor does it have any responsibility for the development,
implementation or operation of systems. However, it may provide independent and
objective advice on risk management, control, governance processes and related
matters, subject to resource constraints. For day to day administrative purposes only,
TIAA reports to a nominated officer within Dyfed Powys Police and the reporting
arrangements must take account of the nature of audit work undertaken. TIAA has a
right of direct access to the chair of the board, the chair of the Joint Audit Committee
and the responsible accounting officer (being the post charged with financial
responsibility).

To preserve the objectivity and impartiality of TIAA’s professional judgement,
responsibility for implementing audit recommendations rests with Dyfed Powys Police’s
management.

Consultancy activities are only undertaken with distinct regard for potential conflict of
interest. In this role we will act in an advisory capacity and the nature and scope of the
work will be agreed in advance and strictly adhered to.

Irregularities, Including Fraud and Corruption

TIAA will without delay report to the appropriate regulator, serious weaknesses,
significant fraud, major accounting and other breakdowns subject to the requirements of
the Proceeds of Crime Act 2003.

TIAA will be informed when evidence of potential irregularity, including fraud, corruption
or any impropriety, is discovered so that TIAA can consider the adequacy of the
relevant controls, evaluate the implication of the fraud on the risk management, control
and governance processes and consider making recommendations as appropriate. The
role of TIAA is not to investigate the irregularity unless commissioned to do so.
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Annex E: Assurance Mapping

Corporate Assurance Risks

We consider four corporate assurance risks; directed; compliance; operational and
reputational, and tailor the type of audit accordingly. For all types of audit we also
taken into account value for money considerations and any linkages to the
organisational Assurance Framework. The outcomes of our work on these
corporate assurance risks informs both the individual assignment assurance
assessment and also the annual assurance opinion statement. Detailed
explanations of these assurance assessments are set out in full in each audit
report.

Assurance Assessment Gradings

We use four levels of assurance assessment: substantial; reasonable, limited and
no. Detailed explanations of these assurance assessments are set out in full in
each audit report.

LEVELS OF ASSURANCE PROVIDED

LIMITED NO
ASSURANCE ASSURANCE

Benchmarking

Where a similar review is carried out at a number of our clients we will subsequent
to the completion of the review at each of the clients we will where relevant provide
a benchmarking and lessons learned digest. This digest will include Operational
Effectiveness Matters for the Dyfed Powys Wales Police to consider.
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Types of Audit Review

The Annual Plan includes a range of types of audit review. The different types of
review focus on one or more of the corporate assurance risks. This approach
enables more in-depth work to be carried out in the individual assignments than
would be possible if all four assurance risks were considered in every review. The
suite of audit reviews and how they individually and collectively enable us to inform
our overall opinion on the adequacy and effectiveness of the governance, risk and
control arrangements is set out in the assurance mapping diagram.
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ITEM

.A.

HEDDLU A THROSEDDU | Heddlu*Police
POLICE AND CRIME = DYFED-POWYS

Diegele ein Cymuned — Safequarding our Communty

JOINT AUDIT COMMITTEE REPORT SEPTEMBER 2018

PURPOSE: JOINT AUDIT COMMITTEE SCRUTINY

Timing: Routine

Title: Annual Treasury Outturn Report for 2017/18 and review of 2018/19
activity to date

Category of Decision / Business Area Impact: Statutory Requirement -
Finance

Executive Summary:
2017/18

During the financial year 2017/18, the treasury management function complied
with its treasury management practices.

A prudent approach has been taken in relation to investment activity with priority
being given to security and portfolio liquidity over yield.

2018719

Treasury management activities to date in 2018/19 continue to be performed in
line with the current Treasury Management Strategy.

The treasury management function, in line with advice from its treasury
management advisors Arlingclose, continues to diversify its investments between
creditworthy counterparties.

Recommendation:

The Joint Audit Committee to consider and comment on the Treasury Outturn
Report for 2017/18 and mid-year report for 2018/19.
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HEDDLU A THROSEDDU :
POLICE AND CRIME

Report of Chief Finance Officer of the PCC to the Joint Audit
Committee

Annual Treasury Outturn Report for 2017/18 and midyear review
of 2018/19

1. Purpose of Report

This report outlines for 2017/18:
o the performance of the treasury management function;

¢ the effects of decisions taken and transactions executed in
the past year; and

This report also provides a high level review of 2018/19 treasury
management activities to date.

2. Background

The Commissioner’s treasury management activity is underpinned
by CIPFA’s Code of Practice on Treasury Management (“the Code”).
The Code requires that reports on the performance of the treasury
management function are made at least twice a year (mid-year and
at year end).

This report fulfils the Commissioner’s legal obligation under the
Local Government Act 2003 to have regard to both the CIPFA Code
and the Welsh Government’s Investment Guidance.

Following consultation in 2017, CIPFA published new versions of the
Prudential Code for Capital Finance in Local Authorities (Prudential
Code) and the Treasury Management Code of Practice but has yet
to publish the local authority specific Guidance Notes to the latter.

The updated Prudential Code includes a new requirement for local
authorities to provide a Capital Strategy, which is to be a summary
document approved covering capital expenditure and financing,
treasury management and non-treasury investments. A Capital
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Strategy, complying with CIPFA’s requirement, will be produced
later in 2018-109.

Both the CIPFA Code and government guidance require the
Commissioner to invest funds prudently, and to have regard to the
security and liquidity of treasury investments before seeking the
optimum rate of return, or yield. The main objective when
investing money is to strike an appropriate balance between risk
and return, minimising the risk of incurring losses from defaults and
the risk of receiving unsuitably low investment income.

Dyfed Powys’ Treasury Management Strategy for 2017/18 was
presented to the Joint Audit Committee on the 19" March 2018 and
approved by the Commissioner prior on the 29" March 2018.

The Commissioner has invested substantial sums of money and is
therefore exposed to financial risks including the loss of invested
funds and the effect of changing interest rates. The successful
identification, monitoring and control of risk are therefore central to
the Commissioner’s treasury management strategy.

. External Context

Growth, Inflation, Employment: GDP growth slowed down in
2018 to 0.2% in Q1 and only rising to 0.4% in Q2. It is projected
that GDP growth will remain at 0.4% in Q3 and projected growth
for 2019 will be 1.75%.

CPI inflation has been increasing by more than the MPC's 2% target
on average over the past year, primarily due to the big fall in the
pound following the Brexit vote. Higher import prices, the price of
oil, as well as strengthening domestic inflationary pressures such as
pay growth and unit labour costs have been contributing factors.
Inflation is expected to fall this year, before settling at the 2%
target around mid-2020.

The latest statistics released by the ONS for the three months to
June 2018 show that the number of people in work increased and
the number of unemployed people decreased. The unemployment
rate fell to 4.0%0, the lowest rate since 1975. The employment rate
was 75.6%, higher than a year earlier (75.1%). Nominal wages,
including bonuses, increased by 2.4% and excluding bonuses
increased by 2.7%. Whilst real wages excluding bonuses increased
by 0.4% and including bonuses increased by 0.1% compared to a
year earlier.

Global Influences: The world economy is growing relatively
robustly overall, after slowing a bit at the beginning of the year.
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Fears rose of a global trade war on the announcement of the US
implementing tariffs on imports, notably steel, aluminium, food and
chemicals. Canada, the EU and China announced retaliatory tariffs
in July as did Mexico.

UK Monetary Policy: The Bank of England’s Monetary Policy
Committee (MPC) has previously stated that an ongoing tightening
of the monetary policy over the next few years would be required to
return inflation sustainably to its 2% target. The MPC raised interest
rates from 0.5% to 0.75% in August with any future rises to
happen at a gradual pace and to a limited extent over the next few
years. Wage growth and domestic cost pressures are firming
gradually. The projected four-quarter GDP growth should pick up to
1.75% over the next year and remain there through the forecast
period. Such modest growth is still likely to be sufficient to exceed
the expected 1.5% average annual growth in the economy’s supply
capacity. Within demand, consumption growth is projected to
remain well below past average rates. However, strong global
growth, together with the lower level of sterling, will support net
trade and investments. In the exceptional circumstances presented
by Brexit, the MPC has been balancing any significant trade-off
between the speed at which it intends to return inflation sustainably
to the target and the support that monetary policy provided to jobs
and activity.

. Borrowing Strategy

There was no new borrowing in 2017/18. The table below
summarises the movement in borrowing during 2017/18:

Balance on Debt Debt Balance on
1/4/17 Maturing | prematurely 31/3/18
£m £m repaid £m £m
Total PWLB 2.298 (0.173) 0 2.125
borrowing

Capital expenditure was funded via internal resources and
earmarked capital reserves.

The use of internal resources in lieu of borrowing was judged to be
the most cost effective means of funding capital expenditure. This
has, for the time being, lowered overall treasury risk by reducing
both external debt and temporary investments. However, the
current capital strategy indicates that there may be a requirement
to undertake borrowing in 2019/20.

Debt Rescheduling: The PWLB continued to operate a spread of
approximately 1% between “premature repayment rate” and “new
loan” rates so the premium charge for early repayment of PWLB
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debt remained relatively expensive for the loans in the
Commissioner’s portfolio and therefore unattractive for debt
rescheduling activity. No rescheduling activity was undertaken as a
consequence.

5. Investment Activity in 2017/18
As of the 31/3/18 Dyfed Powys held £24m invested funds,
representing income received in advance of expenditure plus
balances and reserves held.
The Welsh Government’s Investment Guidance gives priority to
security and liquidity and the Commissioner’s aim is to achieve a
yield commensurate with these principles.
Investments Balance on Net Balance on
01/04/2017 | Movement | 31/3/2018
£m £m £m
Short term Investments
(call accounts, deposits)
- Banks and Building
Societies with ratings of 9.5 -1.5 8
[A-] or higher
- Local authorities 6 -4 2
- Unrated building
societies 2 -2 0
UK Government:
- DMADF 2 -2 0
- Certificates of Deposits 3 -3 0
- Corporate Bonds
(secured) 55 5.5 11
- Corporate Bonds
(unsecured) 2 1 3
TOTAL INVESTMENTS 30 -10.5 24

Security of capital has remained the main investment objective.
This has been maintained by following the counterparty policy as






set out in its Treasury Management Strategy Statement for
2017/18.

Counterparty credit quality was assessed and monitored with
reference to credit ratings (the Commissioner’s minimum long-term
counterparty rating is A- across rating agencies Fitch, S&P and
Moody’s); for financial institutions analysis of funding structure and
susceptibility to bail-in, credit default swap prices, financial
statements, information on potential government support and
reports in the quality financial press.

Dyfed Powys will also consider the use of secured investments
products that provide collateral in the event that the counterparty
cannot meet its obligations for repayment.

2015/16 | 2016717 | 2017718 | Difference
(2016/17
&

2017/18)

Average £2.136m £1.873m | £2.082m £0.209m

investment made

Average number 78.23 100.31 90.25 -10.06

of days of each

investment

Average daily £29.626m | £23.047m | £17.805m -£5,242m

total investment

Average rate of 0.52% 0.43% 0.41% -0.02%

interest

Security of capital remained the Commissioner’s main investment
objective. This was maintained by following the counterparty policy
set out in Treasury Management Policy Statement for 2017/18.
This resulted in investments only being made with institutions
defined as “high credit quality” - those having a long-term credit
rating of (A-) or higher.

The below table compares Dyfed Powys return on Total Investment
Portfolio with other Arlingclose clients as at March 2018. This
demonstrates that the steps taken to increase counterparties and
types of investments made, have increased returns on investments
whilst still maintaining adequate credit risk (see section 6).






Investment
Benchmarking

Dyfed Powys  Authorities
31 March 2018 Police Average 135 LAs Average
Internal Investments £24.3m £18.9m £57.1m
Strategic Pooled Funds £0.0m £0.8m £10.2m

10 Police & Fire

TOTAL INVESTMENTS £24.3m £19.7m £67.3m

Security

Average Credit Score 2.92
Average Credit Rating AA

Average Credit Score (time-

weighted) 1.38
Average Credit Rating (time-

weighted) AAA
Number of Counterparties /

Funds 14

Proportion Exposed to Bail-in 33%

Yield

Total Internal Investment
Return

6. Credit Risk

4.11 4.24
AA- AA-
3.81 4.03
AA- AA-
9 15
55% 55%

Counterparty credit quality as measured by credit ratings is
summarised below:
Internal Investments: Average Rate vs Credit Risk (value-weighted)
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Scoring:

-Value weighted average reflects the credit quality of investments
according to the size of the deposit

AAA = highest credit quality = 1
D = lowest credit quality = 26

Average Rate vs Credit Risk (time-weighted)
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-Time weighted average reflects the credit quality of investments
according to the maturity of the deposit

AAA = highest credit quality = 1
D = lowest credit quality = 26

The end of bank bail-outs, the introduction of bail-ins, and the
preference being given to large numbers of depositors other than
local authorities means that the risks of making unsecured deposits
continues to be elevated relative to other investment options.
Dyfed Powys has therefore increasingly favoured secured
investment options or diversified alternatives such as covered
bonds and non-bank investment over unsecured bank and building
society deposits.

As illustrated by the above graphs, the credit rating of investments
made by Dyfed Powys compare favourably with those made by
other Arlingclose clients.






7. Budgeted Income and Outturn for 2017/18

The UK Bank base rate increased from 0.25% to 0.5% on the 2™
November 2017. However the average rate of interest achieved
remained stable during that period (0.43% in 2016/17 — 0.41% in
2017/18) despite the total investments reducing by over £5m.

The Commissioner’s budgeted investment income for the year was
£0.112m, whilst the investment outturn was £0.153m.

£°000
Original Budgeted Investment 112
Income 2017/18
Actual Investment Income 216
received in 2017 — 2018
Difference in Estimated 104
Budget

8. Performance Measurement of Treasury Management
Function in 2017/18
As detailed in Treasury Management Practice Statement A2 of the
2017/18 Treasury Management Strategy the following measures
will be utilised to monitor the performance of the Treasury
Management Function:

Performance Measure Achieved | Explanation
1 | Achieving the budgeted | Yes Return remained
investment income stable due to the

base rate increase
and despite a

reduction in

balances
2 | Ensuring cash balance cover | Yes Money was held in
of 31 days call accounts

during the year

3 | Ensuring that investments are | Yes
only placed with institutions
which comply with the annual
Treasury Management
Strategy

4 | Ensuring approved counter- | Yes
party limits are adhered to

5 | Expected levels of | Yes Actual levels of
investments per month investments per
compared to actual level of month were
investment comparable  with

expected levels

6 | Average rate of return of|Yes The base rate
investments per month increased from
compared to target rate 0.25% to 0.50%

on 2" November
2017






9.

10.

11.

Update on Investments with Icelandic Banks

Early in October 2008, the Icelandic Banks Landsbanki and Glitnit
collapsed and the UK subsidiaries of the banks, Heritable and
Kaupthing Singer and Friedlander (KSF) went into administration.
The Former Police Authority had £2m deposited across two of these
institutions in accordance with the Annual Investment Strategy. The
current situation with regards to recovery of the sums deposited
varies between each institution.

e KSF — Dyfed Powys has now recovered 85.75% of its
investment (principal and dividends);

e Heritable — Dyfed Powys has recovered 97.98% of its
investment (principal and dividends).

It is likely that a further distribution for KSF will be received during
the 2018/19 financial year.

Compliance

Appendix B to this report provides a summary of performance
against the Prudential Indicators set for 2017/18.

In compliance with the Code, in 2017/18 the treasury management
function can confirm that:

e it complied with its treasury management practices; and

e one prudential indicator has been breached due to the CFR
being repaid:

e a prudent approach has been taken in relation to investment
activity with priority being given to security and liquidity over
yield.

Treasury Management Activity in 2018/19

Treasury management activities have been carried out in line with
the Treasury Management Strategy and practices in 2018/19.

A. Borrowing Activity

No new borrowing has taken place between 1% April 2018 — 31°
August 2018.

Temporary and short-dated loans borrowed from the markets
predominantly from other Local Authorities have remained
affordable and attractive.
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It is the intention to undertake one such loan before the 31 March
2019 to ensure that internal processes are working should the need
arise in the future.

B. Investment Activity

The average cash balances for the period April — August 2018 were
£35.339m.

The Commissioner holds significant invested funds, representing
income received in advance of expenditure plus balances and
reserves held.

The Welsh Government’s Investment Guidance gives priority to
security and liquidity and the Commissioner’s aim is to achieve a
yield commensurate with these principles.

The transposition of European Union directives into UK legislation
places the burden of rescuing failing EU banks disproportionately
onto unsecured local authority investors through potential bail-in of
unsecured bank deposits. (Please note, the outcome of the EU
referendum does not alter the UK’s legislated bail-in resolution
regime.)

In line with this the Commissioner invests funds in large range of
institutions and uses a variety of investment types such as
Certificates of Deposit, Treasury Bills and Covered Bonds.

The diversity of types of investments held is illustrated below:

Deposit - Fixed
11%

Current Investments

Call Account
6%

Certificates of
Deposit
17%

Unsecured
Bonds

0,
26% Secured Bonds

23%
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The below table compares Dyfed Powys return on Total Investment
Portfolio with other Arlingclose clients as at June 2018. This
demonstrates that the steps taken to increase counterparties and
types of investments made, have increased returns on investments
whilst still maintaining adequate credit risk.

Investment

. 10 Police & Fire
Benchmarking

Dyfed Powys Authorities

30 June 2018 Police Average 135 LAs Average
Internal Investments £16.3m £13.6m £62.0m
Strategic Pooled Funds £0.0m £0.9m £10.9m
Security
Average Credit Score 3.30 4.08 4.46
Average Credit Rating AA AA- AA-
Average Credit Score (time-
weighted) 1.44 3.48 4.21
Average Credit Rating (time-
weighted) AAA AA AA-
Number of Counterparties /

Funds 10 8 14
Proportion Exposed to Bail-in 31% 55% 62%

Yield

Total Internal Investment
Return

Further detail of the current portfolio of investments held is
available in Appendix A (RESTRICTED).

12. Exposure to bail-in risk

One of the principal objectives of the investment strategy for
2018/19 has been to reduce exposure to the risk of “bail-in.” The
number of investments exposed to bail-in as of the 30" June 2017
was 63%. This figure has reduced to 32% as of 30" June 2018.

13. Budgeted Income and Outturn in 2018719

With the increase in the base rate to 0.75% in August this will
provide a positive impact upon the investment returns by the end of
the current financial year. Rates have increased on short-dated
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investments with banks and building societies and this is reflected
in the higher investment income budget which has been increased
accordingly.

£°000
Original Budgeted Investment 131
Income 2018/19
Investment Income received April 50
— August 2018
Projected Investment Income 151
2018/19
Difference in Estimated 70
Budget

14. Staff Training

All staff responsible for Treasury Management have received
training through the year relevant to their roles.

Staff have attended workshops provided by our Treasury
Management Advisors Arlingclose including an Investment and Debt
Workshop, Treasury Management Strategy and an Accounts
Closedown workshop.

Quarterly client meetings with Arlingclose were also attended by
key staff which provided an update on general economic
environment conditions and investment tools to consider.

A further workshop is scheduled for 1th October to consider Capital
and Treasury Management Strategies.

All staff are supported to attend relevant training courses.

15. Resource Implications

Implication Detail
Finance As detailed above
Staff N/A

Assets N/7A

Partners N/7A

Timescales N/A

Leadership N/A
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16. Impact Considerations

Implication Impact Impact ldentified
Considered
(Yes/No)
Legal Yes Statutory duty to produce
document

Contribution to Yes Police & Crime Plan delivery

Police and Crime principle: Delivering Value for

Plan Money — this includes good

management of financial
resources

Risk Analysis Yes Included within main body of
report

Equality Yes None

Human Rights Yes None

Children & Young Yes None

People

Environmental and Yes None

Sustainability

National Park Yes None

Media Yes None

17. Appendices

Appendix A — Summary of current investments
Appendix B — Prudential Indicators

18. Background / Supporting papers
e Local Government Act 2003,
e CIPFA TM Code,
e Prudential Code,
¢ Dyfed Powys Investment Strategy and Policy 2017/18 and
2018/19,
19. Contact details
Author(s): Beverley Peatling and Sarah Welsby
Email: beverley.peatling@dyfed-powys.pnn.police.uk

sarah.welsby@dyfed-powys.pnn.police.uk
Telephone: x23806

20. Public Access to Information
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Information in this form is subject to the Freedom of Information Act
2000 (FOI Act) including the exemptions set out within the Act and other
relevant legislation. Where the exemptions or other restrictions are
applicable, this form will be edited prior to being made available on the
OPCC website within 5 working days of consideration by the Policing
Board.

21. Officer Approval

Chief Finance Officer

I have been consulted about the proposal and confirm that financial and
legal advice have been taken into account in the preparation of this
report. I am satisfied that this is an appropriate request to be submitted
to the Policing Board

Signature Date
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Appendix B - Prudential Indicators
(a)

The Commissioner’s cumulative maximum external borrowing requirement for
2017/18 to 2019/20 are shown in the table below:

Capital Financing Requirement (CFR)

Capital 31/03/2018 | 31/03/2018 | 31/03/2019 | 31/03/2020 | 31/03/2021

Finpancin Approved Actual Estimate Estimate Estimate

R cing £000 £000 £000 £000 £000
equirement

Total CFR 0 0 0 0 3,882

Gross Debt and the Capital Financing Requirement: In order to ensure that
debt is only used for capital purposes in the medium term, debt should not,
except in the short term, exceed the total of the CFR in the preceding year plus
the estimates of any additional CFR for the current and next two financial years.

This is a key indicator of prudence.

The table below summarises the current

position:
31/03/2018 | 31/03/2018 | 31/03/2019 | 31/03/2020 | 31/03/2021
Debt Approved Actual Estimate Estimate Estimate
£000 £000 £000 £000 £000

Borrowing 2,125 2,125 1,936 5,578 6,645
Total Debt 2,125 2,125 1,936 5,578 6,645
Borrowing in Yes Yes Yes
excess of Yes

CFR? *

External debt is currently higher than CFR due to the Commissioner’s decision
made in 2015/16 to utilise reserves to repay the CFR.

The repayment premiums on the long-term loans held are prohibitive and
therefore it is most cost effective to carry these loans rather than pay them off
early.

(b)

The Operational Boundary for External Debt is based on the Commissioner’s
estimate of most likely, i.e. prudent but not worst case, scenario for external
debt. This is based on the Commissioner’s estimate of capital expenditure, the
capital financing requirement and cash flow requirements and is a key
management tool for in-year monitoring. Other long-term liabilities comprise
finance lease, Private Finance Initiative (PFI) and other liabilities that are not
borrowing but form part of the Authority’s debt.

Authorised Limit and Operational Boundary for External Debt

The Authorised Limit for External Debt is the affordable borrowing limit
determined in compliance with the Local Government Act 2003. It is the
maximum amount of debt that the Commissioner can legally owe. The





authorised limit provides headroom over and above the operational boundary for
unusual cash movements.

The Chief Finance Officer confirms that there were no breaches to the Authorised
Limit and the Operational Boundary during 2017/18 and no new borrowing was

undertaken in 2017/18.

Operational Authorised Limit | Actual External
Boundary (Approved) Debt
(Approved) 31/03/2018 31/03/2018
31/03/2018 £000 £000
£000
Short-term Borrowing 12,676 17,310 0
Other Long-term Liabilities 1,000 1,000 2,125
Total 13,676 18,310 2,125
(c) Upper Limits for Fixed Interest Rate Exposure and Variable

Interest Rate Exposure

This indicator is set to control the Commissioner’s exposure to interest rate risk.
The upper limits on fixed and variable rate interest rate exposures, expressed as
the amount of net principal borrowed.

Approved Limits for Maximum during

2017/18 2017/18
Principal borrowed Principal borrowed
£000 £000
Upper Limit for Fixed Rate 0 0
Exposure
Compliance with Limits:
Upper Limit for Variable Rate 0 0
Exposure

Compliance with Limits:

(d)

This indicator is provided to limit large concentrations of fixed rate debt needing
to be renegotiated during times of uncertainty over interest rates.

Maturity Structure of Fixed Rate Borrowing

Actual Fixed % Fixed |Compliance
. Upper | Lower Rate Rate with Set
;?:::rgztzt;z::grwei:; L[i)nait Limit |Borrowing at| Borrowing Limits?
% % 31/03/2018 at
£'000 31/03/2018

under 12 months 10 0 189 8.9 Yes
rlnzorr]\;ﬁgths and within 24 10 0 207 9.7 Yes
24 months and within 5 years 50 0 747 35.2 Yes
5 years and within 10 years 70 0 982 46.2 Yes
10 years and above 100 0 0
Total 2,125





There are no plans to renegotiate any debt due to the high repayment

premium.

(e)

Ratio of Financing Costs to Net Revenue Stream

This is an indicator of affordability and highlights the revenue implications of
existing and proposed capital expenditure by identifying the proportion of the
revenue budget required to meet financing costs, net of investment income.

Ratio of 31/03/2018 | 31/03/2018 | 31/03/2019 | 31/03/2020 | 31/03/2021
Financing Approved Actual Estimate Estimate Estimate
Costs to Net % % % % %
Revenue

Stream

Total 0.06 0.06 0.06 0.15 0.58

(f) Upper Limit for Total Principal Sums Invested Over 364 Days

The purpose of this limit is to contain exposure to the possibility of loss that may
arise as a result of the Authority having to seek early repayment of the sums

invested.
31/03/2018 | 31/03/2018 | 31/03/2019 | 31/03/2020 | 31/03/2021
Approved Actual
£m £m £m £m £m
Upper Limit
for Total
Principal
Sums 20 6.336 12 10 8
Invested for
over 364
Days
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